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July 25, 2013

Re: Request for Informal Advisory Opinion

Dear :

You have requested the opinion ofthe Ohio State Bar Association Professionalism
Committeeon whether your law firm may use a third-partyvendor to store client data in "the
cloud." As you describe it, your firm currently backs up its computer files, including client doc
uments and data, on a server located on site. You are considering a third-party vendor that is of
fering a program that would use "a major softwareprovider to securely store your data off site,"
which your law firm would be able to access via the Internet. You indicatethat the data would
be encryptedbefore it left the law firm and would remain encryptedat the offsite data center, lo
cated in Atlanta.

The Committee's opinion is that storing client data in "the cloud" is a permutation on tra
ditional ways of storing client data, and requires lawyers to follow the ethics rules that apply to
client information in whatever form. With due regard for these rules and related Ohio ethics
opinions, the Committee advises that the Ohio Rules of Professional Conduct do not prohibit
storing client data in "the cloud."

Applicable Rules of Professional Conduct:

Your request for an opinion requiresconsideration of the following provision of the Ohio
Rules of Professional Conduct ("ORPC" or "Rules"):

1.1 (lawyer shall provide competent representation);

1.4(a)(2) (lawyer shall reasonably consult with client about means by which
client's objectives are to be accomplished);

1.6(a) (lawyer shall preserve confidentiality of informationrelatingto the
representation, subject to certain limited exceptions);

1.15(a) (lawyer shall safeguard client property);

5.3(a)-(b) (with respect to a non-lawyer employed by, retained by or associat
ed with a lawyer, lawyer shall make reasonable efforts to ensure
that the non-lawyer's conduct is compatible with lawyer's profes
sional obligations).
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